A SIMULATION MODEL OF HUMAN DECISION MAKING IN EMERGENCY CONDITIONS
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ABSTRACT

The optimization and automation processes taking place
in industry to face globalization are significantly
increasing the complexity of productive processes. The
high complexity requires the adoption of sophisticated
methods to manage any emergency situations that may
arise in case of an accident. In this context the
simulation approach is one of the most innovative tool
to manage emergency conditions. Simulation tools seek
to represent the different scenarios that may occur and
its consequences. The objective of the present research
is to develop a simulation model which analyzes
emergency scenarios and the impact that the operation
and man’s decisions on the emergency management.
The paper aims to develop a simulator model for
approaching emergency management and human errors
in industrial and critical infrastructure. A real case study
is analyzed.

Keywords: simulation, human error, disaster
management, nuclear power plant

1. INTRODUCTION

In recent decades, after the serious incidents developed
in industrial plants that led to the loss of many lives, the
analysis of emergency situations in critical
infrastructure is becoming increasingly important
(Yates and Paquette, 2010). The study of critical
infrastructure is important, as the company is
completely dependent on these infrastructures and
emergency situations that may develop into a plant,
could have disastrous consequences for the whole city
and community (De Felice and Petrillo, 2011). Thus,
the analysis of emergency management is carried out
both for individual facilities, but also to entire
neighborhoods or cities. It must first identify the causes
that could lead to accidents and lock before the event
and find advanced features to reduce the risk of
emergency situations (Hernandez and Serrano, 2001).
The study of the vulnerability of critical infrastructure is
of paramount importance when considering the
sociological changes, technology and economics related
to privatization and globalization. Obviously the
analysis of emergencies is also closely linked to the

analysis of human realiability and human behaviour, as
is the man the one who manages the emergency
situation and sometimes it is the one that created it
(Ra’ed and Keating, 2014).

Analysis of human reliability is a multidisciplinary
problem, calling for knowledge and expertise from
probabilistic safety analysis, plant design and
operations, decision science, and the behavioral
sciences (Hollnagel, 2002). HRA grew up in the 1960s,
with the intention of modeling the likelihood and
consequences of human errors (Sharit, 2012).

The researchers’ great efforts to propose models of
human behavior favoring numerical values of error
probability in order to predict and prevent unsafe
conduct are clearly evident (French et al., 2008).

Human reliability is a crucial element to ensure
industrial plant performance and to manage situations or
activities where the stress factors including
physiological and psychological stressors like fear,
monotonous workload, overload, and so influence on
the operator. Human reliability cannot be analyzed in
the same manner as that of equipment/component. The
main issue with human reliability analysis (HRA) is the
uncertainty of the data concerning human factors,
together with the difficulty in modeling the human
behavior (Hollnagel, 2005).

According the above considerations, we can state that
nowadays, the analysis of human factors constitute a
highly interdisciplinary field of study. But it is not yet
well defined, therefore, a complete and universally
accepted taxonomy of different types of human errors
and causes determining them, does not exist (D’Elia et
al., 2013).

For this purpose, the study of emergencies management
must necessarily identify all the factors that influence
human realibility tithin the accident scenario and its
evolution. The emergency services are complex and
dynamic, as in the workplace can result in accidents
(Reznek et al., 2003). This is even more evident as
today industrial systems are becoming more complex,
therefore more and more advanced tools for the analysis
of incidental situations are needed. The most used tool
in different areas is the simulation, as it can be on a
computer a series of accident scenarios too complex and
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verify their evolution. Using the simulation approach it
is possible to evaluate the impact of any changes to the
system by running different scenarios. Thus, a
simulation approach could be a useful tool to manage
emergency operations and to assess their impact (Kuo et
al., 2016). The specific purpose of the present study is
to develop a simulation model for the analysis of
accident and emergency management in a nuclear
power plant. This is a hot topic. In fact, the use of
nuclear power to satisfy energy demand is a controversy
ever since, but it has recently gained momentum due to
the Fukushima disaster. For the above considerations, in
our opinion, it is necessary to analyze in deeper this
topic in order to propose a useful tool to manage nuclear
disaster. In this context, emergency management
simulation has become one of the most popular method
of preparing decision makers for various scenarios. In
this paper, a simulation model which simulates the
behavior of an operator controlling a complex system
during the management of accidents is described.
Particular attention is paid to the theoretical foundations
of the model, to its computational implementation. The
approach aims to build a structure for the various kinds
of cognitive functions that are performed by an operator
in complex environments. This paper deals with various
aspects of human behavior that can influence operator
reliability, considering the environment in which
operator is working. The focus is on understanding the
nature of human performance variability and eventually,
how to describe and analyze it.

The rest of the paper is organized as follows. In Section
2 a literature review on emergency management and
simulation approach is presented. Section 3 describes
the nuclear power simulation model. In Section 4 a case
study is analyzed. Section 5 presents discussion and
results. Finally, in Section 6, conclusions are analyzed.

2. LITERATURE REVIEW
In the literature, there are different risk-based
approaches reported, ranging from the purely qualitative
to the quantitative (Longo and Oren, 2008). Many
authors used probabilistic risk assessment. A vast
majority of tools and techniques available for the HRA
are meant for high risk sectors like nuclear,
petrochemical industries, and so on, applied within the
context of probabilistic safety assessment (Cacciabue,
1996). In this context, it is necessary to evaluate the
alternative operations that can be done to manage the
situation (Brady, 2003). The underlying causes of
emergency situations may be human, natural or
mechanical. Human causes are mainly due to human
error, natural causes are due to natural disasters such as
earthquakes, tsunamis, hurricanes, etc., while the
mechanical causes are due to breakdowns of machines.
There are various models for the management of
emergencies. In particular it is possible to consider 2
main approaches, as follows:
a) Operations Research, which  provides
mathematical tools to support decision-making
activities, coordinating activities with scarce

resources in order to maximize an objective
function (Shannon et al., 1980);

b) Multicriteria analysis that analyzes a number
of important aspects and decision makers that
make the difficult procedure due to a single
goal (De Felice et al., 2016).

The evaluation of the results obtained with these
methods is achieved by simulation. The simulation is
the true representation of real systems on a virtual
platform. In the literature, there are many simulation
models for the management of emergencies (Bruzzone
et al., 2014). Some examples of simulation model are
defined below. For instance, Schafer et al. (2007)
supports community emergency management planning
through a geo-collaboration software architecture. It
examines geo-spatial maps together and it develops
emergency plans and procedures. The software
architecture facilitates the development of geo-
collaboration solutions. Geo-collaboration tools can be
used for emergency management planning. Currion et
al. (2007) present Sahana Eden, a simulation tool to
manage coordination problems faced during an
emergency, how to search for missing people, managing
aid, and it maintains contacts in the fields of
nongovernmental groups, civil society and the victims
themselves. Rauschert et al. (2002) have a multimodal
GIS Interface to Support Emergency Management. In
this model the external environment plays a
predominant role. With the recent spread of social
networks, including in the area of emergency
management are trying to develop similar tools. White
et al. (2009) are studying how social networks can be
used for emergency management. The literature
presents several simulation models for the management
of emergencies based on the behavior and human
choices. A cognitive simulation represents the mental
processes of the operators during the execution of their
duties (1998). The simulation of human action can be
qualitative and it represents the evolution of a mental
process, or it can be accompanied by calculations and is
a quantitative simulation. The output of a qualitative
simulation can be a list of actions and errors committed
by the operator during work. While in a quantitative
simulation there are also the numerical values resulting
from the system (Sasou et al., 1995).

Some of the most well-known simulation models are
follows:

1. Simulator for Human Error Probability
Analysis (SHERPA): 1t is an integrated
simulation model between the HEART method
and SPAR-H method. The simulator evaluates
the error probability. It can be used both in a
preventive phase and in a phase retrospective.
It is a quantitative model (Di Pasquale et al.,
2015).

2. Probabilistic Cognitive Simulator (PROCOS):
It is a model that mimics the behavior of an
operator. The model develops a simulator that
analyzes the errors. It is a quantitative
simulator (Trucco and Leva, 2007).
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Simulation System for Behavior of an
Operating group (SYBORG): The model
simulates a group of workers at a nuclear plant.
They show some possible combinations of
operator errors that can lead to sequences of
accidents. The model proposes several
strategies to improve collaboration in the
group. It is a qualitative simulator (Kirwan,
1998).

Cognitive Environment Simulation (CES): It
simulates the behavior of a control operator in
a nuclear power plant during an emergency
situation. The model is developed using
artificial intelligence (Woods et al., 1987). It is
a semi-qualitative simulator.

3. THE PROPOSED SIMULATION MODEL

The simulation model, presented in this research, aims
to identify emergency situations that may occur in
different scenarios and quantitatively analyzes the
probability of human error during the handling of the
emergency phase. The model is divided into several
steps, as shown in Figure 1 and as defined follows:

Step#l. Activities choice: It identifies the
activities on which simulate the emergency
condition, identifying the actions that must
make the operator to handle the emergency.
Step#2. The emergency situation is
simulated at time t. They identify a number of
possible accident scenarios.

Step#3. The Generic Tasks (GTTs) related to
the operator's activities are described. Each
generic task is defined by a Weibull reliability
function that decreases with the increase of
working hours. The reliability is maximum in
the first hour of work and minimum at the
eighth hour of work.

Step#4. The nominal error probability is
calculated using the Weibull function related to
the generic tasks considered.

{HEPnom(t) =1-—kxe @19 v e0:1]

HEP,y, () =1 —k + e~ % DF v 11,00
This error probability is theoretical and does
not take into account the influence of external
factors.

Step#5. External influences are inserted into
the model through the wuse of Shaping
Performance Indicators (PSF's) (Table 2).

Table 1: Definition of Performance Shape

Factors
PSF Scen. 1 | Scen.2 | Scen.n
Decision Time
Expertise
Procedure

EMERGENCY

The PSF's are indexes that allow you to
manage the accident scenarios simulating an
improvement or a worsening in the operator's
working conditions.

n
PSFcomp = 1_[ PSFi
i=1

Step#6. Finally, by combining the nominal
error probability and the values of the PSF's
the simulator returns as output the real error
probability, influenced by the external factors.

HEP,om * PSFeomp

HEP., .. =
M HEP,om * (PSFeomp — 1) + 1

| Step#3 |

Activity

5

Activities
Choiche

Dot

Generic Tasks
Description

..

Scenarion

e

HEPyoun(i) = 1~ k » e=ecle=11"

Figure 1: Simulator flowchart
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4. THE EXPERIMENTAL SCENARIO

The simulation model replicated the working environment
in a way that, overall, is perceived as realistic. The
scenario under study analyzed a nuclear power plant. The
reason to analyze this specific scenario is because
worldwide there are several nuclear plants that could

Civilian use of nuclear energy

in Europe

% ENERGY
SHARE

operational

decomissioned @

under comstruction »

cause high-known risks. Figure 2 shows the map of
European nuclear plants. The analyzed scenario aimed to
analyze a meltdown occurred at reactor. Figure 3. shows
the immersive virtual environment of the Nuclear plant.

Figure 2: Nuclear energy in Europe, with country colors as nuclear energy share on total energy and symbols representing
nuclear power plants with more than one Gigawatt. Source: IAEA - International Atomic Energy Agency

- - i
Figure 3: Immersive Virtual Environment of the Nuclear
plant
While in Figure 4 is shown a typical replica of a Control
Room. A schema of nuclear power plant is shown in
Figure 5.

The aim of the nuclear power plant is to produce as much
power as possible without causing a meltdown. But it is
essential to run the plant up not beyond it’s safe operating
limits. For this purpose it is important to set plant
parameters and to check temperatures and power output
day by day. Figure 6 shows and example of parameters
setting. However, some problems could accur and cause a
meltdown, as shown in Figure 7.
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Figure 7: Example of meltdown

The case study is focused on the management of an
emergency by operator in the control room, during the
meltdown of the reactor in the nuclear power plant.

Proceedings of the European Modeling and Simulation Symposium,

The operator in the control room, ascertained and
understood the magnitude of the emergency activates
emergency plan that includes:

o Emergency signal activation;

e Activation cooling system;

e  Staff evacuation;

o  Alert external rescue system;

e |solating damaged area;

¢ Emergency end.

The three simulation scenarios are:
1. Low Hazard: occurring while the emergency

the decision maker has been monitoring the
situation;

2. Moderate hazard: the occurrence of the
emergency the decision maker can take wrong
decisions;

3. High Hazard: concerns the decision maker
can make a mistake with a good chance.

In the case study is considered the generic tasks in
Table 3 that the best represents the operator’s activities.

Table 3: Generic Task Analyzed

Generic Task Limitations of unreability

Routine, highly-practised, rapid
task involving relatively low 0,007-0,045
level of skill

Considering the three emergency conditions PSF’s are
defined in Table 4 and the the overall PSF index is
calculated for the three condition.
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Table 4:Numerically Performance Shape Factors

PSF Low | Moderate | High

Time 0,01 0,1 1
Expertise | 0,1 1 3
Procedure 1 5 20
PSF comp | 0,001 0,5 60

5. DISCUSSION AND RESULTS
The results of the simulation of the model defining the
nominal error probability and the probability of the
contextualized error. (Table 5).
The nominal probability of error is theoretical and it
depends only on the considered generic tasks, while the
contextualized probability of error depends on the
external environment function and it is affected by the
PSF values. The simulator returns three different error
probability associated with the three different scenarios
that can be considered:

e Low Hazard,

e Medium Hazard;
e High Hazard.

As the Table 5 shows the error values are greater for
high hazard scenarios.

Table 5: Simulation Results

. Low Medium High
(c;eTI;esE HEPom (1) Hazard Hazard Hazard
_ HEPcont | HEPcont | HEPcon
Routin |t=1 0,007 | 7,05E-06 | 3,51E-03 | 2,97E-01
ehighly =5 1°0,009 | 9,18-06 | 4,57€-03 | 3,55E-01
practis |t=3| 0,012 | 1,31E-05 | 6,49E-03 | 4,39E-01
Ed;d t=4 | 0,017 | 1,81E-05 | 8,98E-03 | 5,21E-01
rapl
ta'zk t=5| 0,023 | 2,42E-05 | 1,19E-02 | 5,92E-01
involvi |t=6 | 0,030 | 3,10E-05 | 1,53E-02 | 6,51E-01
N9 |t=7| 0,037 | 3,87E-05 | 1,90E-02 | 6,99E-01
relative
ly low
level of | t=8 | 0,045 | 4,71E-05 | 2,30E-02 | 7,39E-01
skill

Figure 8 shows the trend of the PSF as a function of the
different scenarios considered.

The performance of the PSF has a fundamental role in
the simulation, because it represents the environmental
conditions under which the operator must work. Figure
9 shows the result of simulation for the worst case
scenario concerning a high risk. The model results are
affected by the Weibull reliability function and in fact
the reliability of the operator decreases with time, and
on the contrary it increases the probability of error.
Moreover, the results of the graph are influenced by the

PSF's Trend

2%
20

15

= Low Hazard
- = A ediien Hazard
High Hazard
o 4
Time Expertee Pracedurs
Figure 8: Trend of PSF’s
High Hazard
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Figure 9: Simulation Results

6. CONCLUSION

Operations of safety—critical systems during emergency
conditions, such as the nuclear plant, are certainly
difficult to manage. Failing to identify the proper action
to do in emergency colud cause high risk. Thus, the
proposed simulation model makes it possible to analyze
how an action influences critical activity. The proposed
approach is semi-probabilistic. Using the model it is
possible to take into consideration different contexts by
modifying the PSFs involved. A weakness ot the
proposed model is that in this early stage does not
perform a PSFs time-dependent simulation process. For
this reason, future research will consider this kind of
dependence.
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