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ABSTRACT 
A risk based procedure for verification of process 
modelling and simulation (PMS) is presented. The 
procedure is based on Det Norske Veritas offshore 
service specification for risk based verification, state-of-
the-art methodologies within simulation verification, 
validation & accreditation, and recognized methods for 
PMS. The motivation for developing the procedure is 
the increasing challenges posed by the growing energy 
demand and climate change which creates an 
accelerating need for new energy technologies. The 
procedure is therefore directed towards physical and 
chemical processes and application with new emerging 
energy technologies, such as CO2 capture and CO2 
conversion. Based upon various levels for verification 
involvement, the procedure describes how to verify 
subsequent steps in a proposed generalized framework 
for PMS. 
 
Keywords: verification protocol, risk based, process 
modelling and simulation  

 
1. INTRODUCTION 
To cater the growing energy demand of the world and 
address the challenges posed by climate change and 
energy security, new energy processes are being 
explored and developed. There are several new 
technical, financial, safety and environmental 
challenges and risks related to the development of these 
energy processes.  

One of the critical aspects in the development of 
these new processes is to demonstrate technological 
feasibility of the concept. To predict and demonstrate 
technological feasibility, methods such as modelling & 
simulation and experimental techniques are used.  
Simulating these new processes often require 
development of new models and tools. It is important to 
judge and address the uncertainty and risks associated 
with their development. 

One major uncertainty in the development of 
models and simulations is the ability to develop them as 
desired. The objective of the current work is to develop 
a procedure that addresses this uncertainty and that 
increases confidence and creates trust for the end user 
of the simulation results.   

 
1.1. Previous work 
Several defence establishments across countries have 
realized the need for verification, validation and 
accreditation (VV&A) of simulation of their operation, 
organization and interests (Australian Department of 
Defence 2005; Defence Research & Development 
Canada 2003; United States Department of Defence 
2006a). They have published instructions and 
recommended practices guides for such VV&A’s. 
These guidelines recommend VV&A as a part of 
modelling and simulation. Use of VV&A is not only 
considered beneficial but necessary in some cases when 
use of simulation is critical in decision making. 

The US Department of Defence (DoD) published a 
Recommended Practices Guide for VV&A of modelling 
and simulation (United States Department of Defence 
2001, 2006b). In this Guide, Verification means the 
process of determining that a model implementation and 
its associated data accurately represent the developer’s 
conceptual description and specifications. Further, 
Validation means the process of determining the degree 
to which a model and its associated data provide an 
accurate representation of the real world from the 
perspective of the intended use of the model. Finally, 
Accreditation is the official certification that a model, a 
simulation or a federation of models and simulations, 
and its associated data is acceptable for use for a 
specific purpose. 
 The US DoD and the military services have 
recognized the growing significance of modelling and 
simulation for many aspects of their operations. The 
DoD guide describes the interrelated processes that 
make up VV&A from a number of perspectives. 
Further, it explains what VV&A is, why it is important 
to perform, what the key considerations for scoping 
VV&A are, when it is performed, who the key players 
are and what are the costs and benefits of such work. 
The guide by the US DoD is a key document that is 
referenced and used as a starting point for many others 
in the literature. 

Balci (1997) presented guidelines for conducting 
VV&A of simulation models. Fifteen guiding principles 
were introduced to help researcher practitioners and 
managers better comprehend what VV&A is about. The 
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VV&A activities were described in the modelling and 
simulation life cycle. An important principle presented 
by Balci is that ‘VV&A require independence to prevent 
developer’s bias”.  

Preece (2001) provided a critical assessment of the 
state of the practice in knowledge based V&V. It 
included a survey of available evidence as to the 
effectiveness of various V&V techniques in real world 
knowledge based development projects. For knowledge 
management practitioners, this paper offers guidance 
and recommendations for the use of V&V techniques. 
For researchers in knowledge management, the paper 
points to the areas where further work needs to be done 
in developing more effective V&V techniques. 

Sargent (2007) discussed the different approaches 
to deciding model validity. Further, various validation 
techniques were defined and a recommended procedure 
for model validation was presented. V&V of simulation 
was also briefly discussed by Shannon (1998). 
Sokolowski and Banks (2009) discussed how to 
perform V&V of simulation including several relevant 
examples.  

The general theory of mathematical modelling and 
simulation is established, although various descriptions 
on how to develop and operate a simulation model exist 
in the literature. Banks (1998) described the steps to 
guide a model builder in a thorough and sound 
simulation study. Maria (1997) gave an introduction to 
modelling and simulation and presented 11 general 
steps to develop simulation models, designing 
simulation experiments and performing simulation 
analyses. Zeigler et al. (2000) described a framework 
for modelling and simulation by using a different 
terminology. Hangos and Cameron (2001) described a 
seven step procedure for process modelling and 
modelling analysis, directed at the field of process 
engineering.  

The general procedures by Hangos and Cameron 
(2001) and those described by Banks (1998) have 
served as the starting point and simulation framework 
for the verification protocol in the present work. 

 
1.2. Present work 
As the previous section shows, VV&A as well as 
general techniques for process modelling and simulation 
(PMS) are developed and established by others. The 
present work extends on these techniques and suggests 
a risk based verification procedure for PMS that is 
based on Det Norske Veritas offshore service 
specification for risk-based verification, state-of-the-art 
methodologies within V&V, and recognized methods 
for PMS. The risk based verification concept is 
described in DNV-OSS-300 (Det Norske Veritas 2004) 
and is visualized in Fig. 1. 

In the present work the definition of Verification 
is: Confirmation by examination and provision of 
objective evidence that the specified requirements have 
been fulfilled. The examination shall be based on 
information which can be proved true, based on facts 

obtained through observation, measurement, test or 
other means. 

Thus, the overall general steps for PMS provide 
the framework for the verification. The following is 
addressed in the protocol:  
 

• A generalized procedure for PMS constitutes 
the framework in which the verification is 
performed. This framework is based on 
recognized methods for PMS. 

• Description of detailed topics in the 
verification procedure such as simulation 
specification, risk assessment and definition of 
verification involvement by three risk-based 
verification levels.  

• Development and execution of the verification 
plan that includes a description of how the 
different steps in the general framework for 
PMS will be verified for the different levels of 
verification. 

 

 
Figure 1: The DNV Risk Based Verification Chain 

 
2. METHODOLOGY 
This verification protocol is developed for verification 
of PMS of physical and chemical processes. The 
methodology is based on the general principles in the 
DNV Offshore Service Specification Risk Based 
Verification (Det Norske Veritas 2004).  

The risk based verification process is described in 
relation to generally accepted methods for PMS, such as 
the ones described by Hangos and Cameron (2001) and 
by Banks (1998). These general methods for PMS have 
been extended to form a generalized modelling and 
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simulation framework that is used to develop the 
verification plan as shown in Fig. 2.  

 

 
Figure 2: General Steps in Process Modelling and 
Simulation (PMS) 
  

In this framework, an additional step called 
‘Documentation’ has been introduced which importance 
should be emphasized in verification. For detailed 
description of the key steps in Fig. 2, please refer to 
Hangos and Cameron (2001) and Banks (1998). A few 
points regarding the procedure importance are 
highlighted below.   

If the validation results show that the developed 
model is not suitable for the modelling goal then one 
has to return to step 2 and perform the sequence again, 
i.e. it is an iterative procedure. Generally, validation 
results indicate how to improve the model.  

It is recommended to document every action taken 
in each step of the development of the process model 
and simulation. This is particularly useful when the 
process being modelled and simulated is large and 
complex, and when there are several sub models which 
constitute the main model.  

At the end, a report summarizing all the necessary 
details about the PMS should be prepared. 

 
3. VERIFICATION OF PROCESS MODELLING 

AND SIMULATION  
This section describes important and detailed aspects 
related to the verification procedure. This includes 
planning, simulation specification, risk assessment, 
determination of verification level and the verification 

plan of the DNV risk based verification concepts for 
PMS. 

 
3.1. Simulation planned 
This is the starting point for the simulation project and 
is the decision of the owner. It comprises a general 
description of the project.  
 
3.2. Simulation specification 
At least the following need to be specified at this step: 
 

• Process system description: A process system 
is a system in which physical and chemical 
processes that are of interest to a modeller, 
take place. To define a process system, we 
need to specify its boundaries, its inputs and 
outputs and the physio-chemical processes 
taking place within the system. Process 
systems are conventionally specified in terms 
of a flow sheet which defines the boundaries 
together with inputs and outputs. 

• A modelling goal: Specifies what one wants to 
achieve with the model. The modelling goal 
has a major impact on the level of detail and on 
the mathematical form of the model which will 
be built. 

• Acceptance criteria and performance 
requirements to the simulation. 

• Determination of overall verification plan.  
 
3.3. Risk assessment 
The risk assessment is a means to determine the 
required level of verification. The risk assessment 
includes the identification of hazards, frequencies of 
occurrence, consequences and risk drivers. It also 
includes ranking of hazards based on risk evaluation. 

The risk can be defined on a general level, for 
different phases or for detailed elements of the 
simulation. Risks with PMS are that it fails to give 
expected results because of aspects such as: 
 

• The model was not built as intended 
• The process to be simulated has a degree of 

novelty and therefore may lead to 
simplifications in the development of models 
for the process. These simplifications may 
distort the results to an extent that these 
become neither meaningful nor useful in the 
decision making process. 

 
Consequences of such failure can be the following: 
 

• Incorrect decisions 
• Delay in making decisions 
• Loss of time, resource and money 

 
3.4. Definition of verification involvement 
The level of verification involvement should be 
differentiated according to the risk to the asset or 
elements or phases thereof. If the risk to the asset is 
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higher, the level of verification involvement is higher. 
Conversely, if the risk to the asset is lower, the level of 
verification activities can be reduced, without any 
reduction in their effectiveness. 

There are three levels of verification of assets, 
categorized as low, medium and high. 

Low is the level of verification applied where the 
risks to the asset are lower than average. For example it 
has benign contents, it is located in congenial 
environment conditions, or the contractors are well 
experienced in the design and construction of similar 
assets. The level may also be appropriate when the 
owner (or other parties) performs a large degree of 
verification or quality assurance work.  

With regard to process simulation verification, it is 
proposed to use the Low category of verification in the 
following situations: 
 

• The process which is simulated is well known 
and understood, it has no new technical 
novelty  

• The process simulation is carried out as part of 
the customary design practice, using well 
known simulation tools by experienced 
designer/parties. 

• The verification of the process simulation is 
done as part of the modelling and simulation 
steps described above by the designer. No 
independent verification is required. 

 
Medium is the level of verification applied where 

the risks to the asset are average. This is the level of 
verification which is customary and is applied to the 
majority of assets. For process simulation verification, it 
is proposed to use this category of verification in the 
following situations: 
 

• The process which is simulated has moderate 
level of technical novelty (technological or 
application or both) and the process simulation 
is carried out to predict the performance.  

• The process simulation is carried out with well 
known tools by less experienced users or by 
well experienced users with relatively new 
simulation tools. 

• The verification of process simulation may 
require independent verification. 

 
High is the level of verification applied where the 

risks to the asset is higher than average. For example, it 
has a highly corrosive content, it is in adverse 
environmental conditions, it is technically innovative or 
the contractors are not well experienced in the design 
and construction of similar assets. This level may also 
be appropriate when the owner chooses to have a small 
technical involvement or perform little own verification. 

For PMS verification, it is proposed to use the 
High category of verification in the following 
situations: 

 

• The process which is simulated has high level 
of technical novelty (application or 
technological or both) and process simulation 
is carried out to predict the performance of the 
process.  

• The PMS is carried out by less experienced 
users with less known simulation tools. 

• The owner of the asset (process) is not 
involved in the process simulation and uses 
contractors for simulation work. 

 
Independent verification is strongly recommended 

for High level verification. 
 
3.5. Develop verification plan 
This section describes how to develop the verification 
plan including a list of verification activities. The 
verification plan is developed based on compliance with 
the general framework for PMS shown in Fig. 2 and the 
determined verification level for the simulation.  

A questionnaire based approach is proposed for the 
verification in each step. Each question indicates the 
levels of verification, i.e. the question is addressed. ‘L’, 
‘M’ and ‘H’ to denote low level, medium level and high 
level verification, respectively. Thus, the development 
of the verification plan should follow procedures as 
shown in Table 1 to Table 6. For simplicity, only 
selected parts of the verification plan development are 
shown in these tables.  
 
3.6. Verification execution 
Verification execution is document review, independent 
analyses, inspection, monitoring, site visits, process 
audits, technical audits, testing, etc. according to the 
verification plan.  

Information arising from execution should be used 
to identify continuous improvements to the verification 
plan.  

The purpose of the verification activities is to 
confirm compliance or non-compliance with the 
simulation specification. 
 
3.7. Simulation completed 
Simulation completed is the end point of any lifecycle 
phase or phases, which complies with the relevant 
planned simulation and the simulation specification. 
 
4. APPLICATION OF THE PROTOCOL 
The verification protocol described above is applicable 
to modelling and simulation of physical and chemical 
processes. The protocol is currently being tested on 
specific cases that are particularly relevant for the 
development of environmentally friendly energy 
processes.  

One such process is the electrochemical conversion 
of CO2 into a useful product such as formic acid. 

Another process is the separation of CO2 from 
combustion flue gases by chemical absorption, followed 
by compression and injection into an underground 
storage site.    
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Table 1: Excerpt from Verification of Problem 
Definition and Project Plan. 

Level Verification activity 
L M H 

Problem statement – purpose of 
simulation, scope of simulation is well 
defined and documented 

   

• What is the process to be 
simulated and why is it being 
simulated? 

x x x 

• Has the process been described to 
a sufficient degree of detail and 
accuracy? 

x x x 

• What are the model 
characteristics (spatial or lumped, 
steady-state or dynamic, etc.)? 

x x x 

How was the problem statement 
formulated? 

   

• Was it defined by the technology 
owner? 

  x 

• Has the problem definition been 
communicated to all relevant 
parties?  

  x 

• How was the problem definition 
communication done? 

  x 

 
Table 2: Excerpt from Verification of Identification of 
Controlling Factors or Mechanism.   

Level Verification activity 
L M H 

Have the processes or phenomena 
taking place in the system been 
identified and documented? 

x x x 

Are these processes or phenomena 
well known and have they been 
simulated before? 

 x x 

What are the new aspects of the 
processes or phenomena taking place 
in the system, if any? 

 x x 

Did new aspects of the processes or 
phenomena require simplifications 
and assumptions in the development 
of the simulation? 

 x x 

Have accuracy and tolerance of the 
simulation been discussed and agreed? 

  x 

 
Table 3: Excerpt from Verification of the Data for the 
Simulation.   

Level Verification activity 
L M H 

What is the data used in the 
simulation?  

x x x 

How reliable is the data?  x x 
What is the precision and uncertainties 
with the data and what will be the 
impact of these on the simulation 
results? 

  x 

 

Table 4: Excerpt from Verification of Model Solution.   
Level Verification activity 

L M H 
Are the outputs from the model as 
expected? 

x x x 

Has a sensitivity analysis of the output 
been done? 

 x x 

In case of high level verification, it 
may be necessary to perform 
simulations using two different 
simulation tools and compare the 
results. 

  x 

Have the results been discussed with 
the client and with experts, and agreed 
and documented? 

x x x 

 
Table 5: Excerpt from Validation of the Model.   

Level Verification activity 
L M H 

Has the model been validated? x x x 
How is the model validated?    

• By verifying experimentally the 
simplifying assumptions  

 x x 

• By comparing the model 
behaviour with process behaviour 

 x x 

• By developing an analytical 
model for simplified cases and 
comparing behaviour 

 x x 

• By comparing with other models 
using a common problem 

 x x 

• By comparing the model with 
available process data 

 x x 

 
Table 6: Excerpt from Verification of Documentation.   

Level Verification activity 
L M H 

Has all the work been properly 
documented?  

x x x 

Has the owner reviewed the report and 
agreed with the report’s findings? 

 x x 

 
5. DISCUSSION 
No specific document on VV&A directed towards 
process engineering modelling and simulation has so far 
been identified by the authors. However, the basic steps 
and procedures for VV&A found in the literature can 
also be used for VV&A of PMS.  

For instance, the principles explained in the 
VV&A Recommended Practices Guide by the US DoD 
are generic and can be applied to the verification of 
PMS to an extent. This guideline also states that ‘risk’ 
determines the detail or level of verification along with 
technical and resource constraints. The DNV risk based 
verification as described in DNV-OSS-300 (Det Norske 
Veritas AS 2004) is more explicit on risk classification 
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and associated verification activities than what is 
presented and discussed by the US DoD and others.  

Furthermore, the terminology and steps used in 
PMS, such as those presented by Hangos and Cameron 
(2001), are not entirely the same as those discussed in 
literature in general for modelling and simulation.  

Thus, the guidelines by DoD alone will not suffice 
as a guiding and complete document for the verification 
of PMS. However, the work by the US DoD has served 
as a starting point for the present work on writing such a 
guideline. The various verification and validation 
techniques described in the US DoD documents are the 
same as those that are typically employed by DNV 
during verification, such as audit, review, inspection, 
walkthrough, HAZID etc. 
 
6. CONCLUSIONS  
This work has shown the development of a protocol for 
risk based verification of process modelling and 
simulation (PMS). Application of the protocol will 
address uncertainty and risks associated with the 
development of PMS and thus provide confidence and 
trust to the stakeholders. 

 
REFERENCES 
Australian Department of Defence, 2005. Simulation 

Verification, Validation and Accreditation Guide. 
Australian Defence Simulation Office, Department 
of Defence, Canberra, Australia. 

Balci, O., 1997. Verification, validation and 
accreditation of simulation models. Proceedings of 
the Winter Simulation Conference, 135-141. 7-10 
December, Atlanta, Georgia. 

Banks, J., 1998. Handbook of Simulation: Principles, 
Methodology, Advances, Applications, and 
Practice. New York:John Wiley & Sons. 

Defence Research & Development Canada, 2003. 
Review of Verification and Validation Methods in 
Simulation. Technical Memorandum 2003-055. 

Det Norske Veritas AS, 2004. Risk Based Verification. 
DNV-OSS-300. 

Hangos, K.  and Cameron, I., 2001. Process Modelling 
and Model Analysis.  San Diego:Academic Press. 

Maria, A., 1997. Introduction to Modelling and 
Simulation. Proceedings of the Winter Simulation 
Conference, 7-13. 7-10 December, Atlanta, 
Georgia. 

Preece, A., 2001. Evaluating verification and validation 
methods in knowledge engineering.  In: R. Roy,  
Ed., Micro-level knowledge management Morgan-
Kaufman, 123-145. 

Sargent, R. G., 2007. Verification and validation of 
simulation models.  Proceedings of the Winter 
Simulation Conference, 124-137. 9-12 December, 
Washington D.C. 

Shannon, R. E., 1998. Introduction to the art and 
science of simulation. Proceedings of the Winter 
Simulation Conference, 7-14. 13-16 December, 
Washington D.C. 

 

Sokolowski, J. A. and Banks, C. M., 2009. Principles of 
Modelling and Simulation: A Multidisciplinary 
Approach. Hoboken:John Wiley & Sons.  

United States Department of Defence, 2001.  V&V 
Techniques. Available from: http://vva.msco.mil/ 
[accessed 23 July 2010]. 

United States Department of Defence, 2006a. VV&A 
Recommended Practices Guide. RPG BUILD 3.0. 
Available from: http://vva.msco.mil/ [accessed 23 
July 2010]. 

United States Department of Defence, 2006b. Key 
Concepts of VV&A. Available from: 
http://vva.msco.mil/ [accessed 23 July 2010]. 

Zeigler, B. P., Praehofer, H. and Kim, T.G., 2000. 
Theory of Modelling and Simulation 2nd Ed. San 
Diego:Academic Press. 

 
AUTHORS BIOGRAPHY 
Det Norske Veritas (DNV) is an autonomous and 
independent foundation with the objectives of 
safeguarding life, property and the environment, at sea 
and onshore. DNV undertakes classification, 
certification and other verification and consultancy 
services relating to quality of ships, offshore units and 
installations, and onshore industries worldwide, and 
carries out research in relation to these functions. 
http://www.dnv.com/. 

Tore Myhrvold is a Principal Researcher at DNV 
Research & Innovation and is currently working with 
energy research and process engineering modelling and 
simulation. His main focus is topics related to CO2 
capture processes and technology verification and 
qualification. He was the main author of a new DNV 
Recommended Practise, DNV-RP-J201 "Qualification 
Procedures for CO2 Capture Technology", published in 
April 2010. Myhrvold received a M.Sc within 
mechanics, thermodynamics, and fluid dynamics in 
1997 and a PhD within heat and combustion 
engineering in 2003 at the Norwegian University of 
Science and Technology. His main field of competence 
is turbulent flow and combustion modelling, such as gas 
turbine combustor flow and emissions, emissions from 
boilers, pipe flow, etc.  

Arjun Singh participated in this work as a Senior 
Researcher at DNV Research & Innovation. He has a 
background from Technology Risk Management 
Consulting in DNV with focus on verification and 
qualification projects in the oil & gas value chain, 
specifically towards Liquefied Natural Gas (LNG) 
processes. Singh received a M. Tech. in mechanical 
engineering from the Indian Institute of Technology, 
Kanpur in 2000. He is currently a MBA (PGPX) 
Student at IIM Ahmedabad, India. 

 

Page 234


