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ABSTRACT

In this paper we explore relationships between
immunity and adaptation in Wireless Sensors Network
(WSN). We consider the WSN as a set of sensors
deployed in a given area. The sensors must
communicate to achieve both their particular self-
interests and global goals. In the proposed approach we
determine immunity and adaptation abstractions and
considering them in the context of three fundamental
relations (subordination, tolerance, collision). The
proposed conceptual framework provides a powerful
paradigm to conceptualise, model, support and manage
dynamically organizing complex systems processes.

Keywords: artificial immune system, immunity of
WSN, relations in complex system

1. INTRODUCTION

The research presented in this paper aims to focus on
the Wireless Sensors Network (WSN) that consists of
homogeneous sensors cooperating with each other.
WSN is not organised centrally, but rather in a
distributed manner.

Each individual sensor has limited resources such
as: energy, hardware, software and communication
range, hence in the individual level it is not able to
realise overall system tasks. Due to these limitation,
sensors are required to lesser or greater degree strictly
follow an integrated cooperation between them. This
activity is realised predominately in the information
domain, as it is essential for the WSN dependability to
provide a robust communication capability.

From one point of view, each sensor works in its
precinct (vicinity) autonomously, interacting with
environment stimulus; And from the other point of
view, sensors must communicate with each other,
therefore communication channels are crucial elements
of the WSN architecture. In general, sensors are simple,
unsophisticated technical components performing tasks
determined by programmers and engineers. Because of
that the risk of unauthorized access or even a possible
destruction of communication links by outsiders can be
an increasing threat. External attackers are often
responsible for causing communication and routing
disruptions including the breach of security. Frequently,
however, it is the internal events which may contribute
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to serious decrease in efficiency of communication
channels.

2. BASIC IDEAS AND RATIONALE

When describing the WSN activity we will be
discussing the concepts of actions and behaviour. Action
should be considered the property of every network
element such as: a sensor, a cluster head or a node. The
Behaviour, on the other hand is an external attribute
which can be considered either as an outcome of actions
performed by the whole WSN or its subset (i.e. cluster,
tree, sensor field, vicinity). Action is a ternary relation
which can be defined as follows:

Act : Nodes X State — State. (1)

Based on this we can construct the quotient set
Behaviour, elements of which are called equivalence
classes linked to the relation R and here denoted as:

Beh: Act/R={acte Act | act R x}. (2)

2.1. Neighbourhood abstraction

Let us define Map(X, Y) as a set of mapping functions
from X onto Y (surjection). Where Sub(X) is defined as
a family of all X subsets. We define the neighbourhood
ALas follows:

N € Map(Nodes,Sub(Nodes)). 3)

Thus, A{k) is the neighbourhood of node k, and A{C) is
the neighbourhood of C (set of nodes) defined below as:

N6 teNodes = {y € Nodes| y Ry k}, 4)

N(C)| cenodes = (¥ € Nodes|(Axe C)(yRyx)}. (5

The formal view emerging from the above
discussion will project a construction of the extended
WSN behavioural model and related to the challenges
of individual tasks versus collective activities of
network elements. By Individual it is meant that the
node/sensor improves its goal-reaching activity,



interacting with its neighbourhood A{k) while collective
activity relates to A{C) neighbourhood.

2.2. Relational attempt to network activity

In 1978 J. Jaron has developed an original methodology
for the systemic cybernetics (Jaron 1978) which
describes three basic relations between systems
components such as: subordination (), tolerance ()
and collision (). We find these basic relations very
useful in describing activities and qualitative relations
between components of the WSN. For concepts
presented in this paper, and for discussion on the
immune functions in communication activities, we
require to refer the following three key relations:

rT={<x,y>xy€ Act‘xn’y}. ©6)

The expression x z y - defines the action x which is
subordinated to the action y or action y dominate over
action x.

d={<x,y>x,y€ Act‘xz?y}. 7

The expression x Jy - states that the actions x and y
tolerate each other,

y={<x,y>xye Act‘ Xy vy} 8)

And finally xy y - means the actions x and y are in
collision to one another. The basic properties of

mentioned above relations could be formulated
succinctly as follows (Jaron, 1978):

TUIU Y CActXAct # 9, 9)
v(r-r)ycnr, (10)

where 1  Actx Act is the identity on the set Action.

Moreover,

U U@ T, (1)
where ¢! is the converse of SO,

0 ={<x,y>e XxY|yduxl. (12)
For collision,

o pcycy. (13)
where ¢ is the complement of ¥ so,

¥ ={<x,y>e XxY|<x,y>ed). (14)

The formula (9) indicates that all these three relations
are binary on nonempty set Actions. The formula (10)
describes fundamental properties of subordination
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relation which is reflexive and transitive. Therefore it is
also ordering relation on the set Actions.

The formula (11) states that subordination implies
the tolerance. Hence we can obtain:
(Vx,yeAct)(xmy =x0y) (15)
and subordinated actions must tolerate all actions
tolerated by dominants
(Vx,y,z€ Act)(xmyAyDz) =>x87). (16)
3. MODELLING OF IMMUNE FUNCTION
Immunity is the distributed rather than the global
property of a complex system. The complexity of the
immune function, the absence of simple feedback loops,
a high complexity of tasks and activities; and collective
(not central) rather than individual regulatory processes
all results in serious challenges for attempts to define
system’s immune competences.

There are a number of fundamental works
corresponding to this domain and related to artificial
systems (Hofmeyr, Forrest, 2000), (Timmis, 2000).
Some authors have drawn inspiration from the
biological immune system, incorporated a lot of
properties from autonomous immune systems.

In this article, we propose a novel relational
approach to modelling of the system immunity. In our
attempt we are considering the immunity not as a set of
particular mechanisms like clonal selection, affinity
maturation or elements (antigens, antibodies, idiotopes,
paratopes, etc.). In the proposed approach the
phenomenon of immunity appears to be a result of inter-
relations among members of community (neighbour-
hood).

Let us consider for the node %, its neighbourhood
Alk). Any communication activity act, that is performed
by node k relates to some members of A{k) and the set
of actions act, within neighbourhood A{k) can be
defined as follows:

Acty (k) ={act, € Act‘ (3xe Al(k))act, Ract,)}. (17)

If n is a number of actions act, within neighbour-
hood A{k), then it can be expressed as cardinality Card
(Acta (k). The collection of all subsets of Acta (k) is
determined as power set Pow(Acta (k)) with cardinality
2", Finally, any subset of that power set is called a
family Fam (Actak)) of communication activity within
neighbourhood A((k).

The Cartesian product defined as:

IS, = Acty (k)X Acty (k) c T U ¥ (18)

describes interaction space 1S, within A((k).

Let us now consider z=Card(IS,) which defines a
number of possible interactions within neighbourhood
N(k) which can be expressed as:



R, ={ye ActN(k)‘< k,y>e IS, ANkRYy}. (19)
Thus, for a given relation R we define intensity quotient
within neighbourhood A((k) as follows:
IR, =Card(R;)! z. (20)

The rationale behind our choice of the relational
approach to modelling immune functions is the fact that
interactions are factual and a very relevant aspect of
elements of the immune system. The immune system
itself can be defined as a very large complex network
with a layered and hierarchical architecture.
Relationships between components of this architecture
can be described by the subordination relations (m).
Furthermore, a positive response of the immune
functions would result from the collision relation (y)
while a negative response would be attributed to
tolerance ( ¢J) relation.

An immune system is adaptive in nature in the
sense that its positive or negative responses should be
adequate to environment stimulus. Since resources are
limited, the allocation rule predicts that an increased
investment in system adaptability will come at a cost to
investment in immunity (and vice versa). Growing
adaptability decreasing system immunity and extends
possibility of adversary’s attacks. On the other hand,
growing immunity barrier tends to adaptability
reduction. Bellow we define immunity and adaptability
as follows;

immun ={<x,y>;y,X€ Act‘< x,y> 8% vy}, 21)

adapt ={< x,y>;y,x€ Act‘< X,y >€ U}, (22)

Therefore, the scope of immunity is determined by
decreasing tolerance and growing collision relations
when the extend of adaptation is determined by
expanding tolerance and subordination.

Additionally, based on (21), (22) it is possible to
model adaptation - immunity characteristics of a system
and consider it as a process of finding a fine
homeostatic balance between them. In our case the set
of feasible solutions is modelled as a line segment
(Figure 1) linking strong immunity (SI) and strong
adaptability (SA). This line is obtained as the
intersection of a plane [SA, (1,1,0), SI, (0,0,1)] with a
plane [(0,0,0), SI, (1,1,1), SA)]. In such approach it is
practically impossible to determine balance point
Be (SI; SA) which corresponds to both global and any

local situations. Based on relational approach (21), (22),
it is evident (as shown in Figure 1) that the issues of
keeping the balance between adaptation and immunity
is far more refined then simply finding a point on line
segment (SI; SA). This line segment is a canonical
projection of topological space subset (tetrahedral on
Figurel). Any point at this solid figure represents one of
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(1,1,00

adaptation

Figure 1: Modelling immunity based on n, ¢ and ¥
relations.

many, feasible solution which can fulfil (for better or
worse) the quality requirements of the network system.
Choosing the point Be (SI; SA) we determine

globally the desirable adaptability/immunity homeo-
statics. However, for each node, owing to its
neighbourhood state, it is necessary to determine an
individual point of balance. The set of such points has
to be determined with reference to equivalent class
(triangle aBc in Figure 1) that corresponds exactly to
one point B (Figure 1) on a line segment (SI; SA).

4. HOW IT WORKS IN PRACTICE

In order to illustrate the modelling immunity result with
a concrete model simulation, consider WSN with 10
nodes and one base station (BS). To determine
neighbourhood Afk) assignment we use radio link
range. Therefore, coming back to the (3)-(4) we create
subsets A{k), k=1, 2.., 10. Each cell n of row k in the
binary matrix Al (Figure 4) represents a membership
ne Alk). It is worth mentioning that a neighbourhood
always related to communication range, but very rare
corresponds with a structure of clusters. Such
constructed neighbourhood subsets are unambiguous
and stable as long as a communication range is fixed.
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Figure 2: WNS activity simulator based on relational
space (m, ¥ and y relations).



In the context of WSN activity, we focus our attention
on routing aspects. Therefore in furthers consideration,
from all action sets Actafk) within neighbourhood k we
select only these, performed routing activity. In such
way we obtain a family Fam (Actx (k)) of routing
activity. Considering the distance from the base station
(BS) to a node position, a routing activity within A’ (k)
is partially ordered (<). Additional preferences were
given to cluster heads (CH) and those nodes which
belong to routing tree. Firstly, a cluster heads on routing
path are the nearest BS, next another BS, finally the
other nodes within A{k) (Figure 3).

In order for us to proceed any further, it is
necessary to combine the WSN spatial structure
(topology) and the WSN activity. To facilitate this
process we are required to construct a product that
describes the interaction space IS, within Al (k) as
defined in (18). Each element of the interaction space
(regardless of which neighbourhood we consider),
according to the right side of (18) equation is mapping
(as a point) to (may be not injection) the 3D relational
space [m, J, ] as presented in Figure.l above.
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Figure 3: Modelling partially ordered neighbourhood
abstraction A/ (k).

In order to model [r, ¥, ] space we exploit three
additional matrices presented on Figure 4. The real
number in any cell of these matrices expresses an
intensity quotient of relation. Elements [r,,] represent
intensity quotient within Af{k), while [r;;] related to
particular i-j nodes interactions. Henceforth, we are
ready to model the dichotomies of the WSN
characteristics - immunity and adaptability.

The initial step is the determination of the global
(for whole network) strategy GSwsn for the network
activity. For this aim, we construct a subset of relational
space (9) as a conjunction of (10), (11), (13) with (21),
(22). This subset (depicted as tetrahedral in Figure 1)
consists of all feasible actions. The derived set
constitutes a global interaction space ISwsy (18) within
the WSN network. Now we shall determine global
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strategy GSwsn as a subset of interaction space ISysn.
Notice that there are a huge number of different choices
of such subset, but for simplicity reason we consider
only two. First is the subset:

GSysy =1y € ISysy|y € AaBe), (23)

where, AaBc - is a black triangle on Figurel, second is a

white point Z on the same Figure 1. While first is a
restriction from 3D to 2D, the second is restriction from
3D to 1D mapping. Clearly, any restriction of ISygy
space offers less choices then the whole, but as we have
shown bellow even in case of singleton

{Z}=1lz. 8 2} ={0.2,0.54,007)}= GS2gy  (24)

the spectrum of possible activities is rather wide.
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Figure 4: Modelling relational (7, ¥,y) space within A
(k) neighbourhoods.

In the following step we shall determine local
strategy for each neighbourhood Afk), k=1, 2.., 10. In
order to deal with the case where the global strategy is
determined by (24) the local strategy for neighbourhood
activity need to be identical. Hence for each node k its
interaction space IS, is a singleton {Z}={<m;, U, yi >}
exactly the same like (24) and the real numbers m;, ¥,
Jr occupied main diagonal cells of relational matrices m,
U, x (Figure 4). Henceforth, the proper local (within
neighbourhood A{k)), activity can be accomplished in
accordance with the global strategy. Thereby, instead to
force the local activity of each node, we are rather
formulating requirements for the nature and intensity of
relations within A((k)). Fulfilment of these requirements
results in desired global strategy.

In the last step of preparing the simulation process
we shall determine non-diagonal elements of relational
matrices (Figure 4). To facilitate the representation of
nodes interactions (point-to-point) we assign them a real
numbers exactly the same like on diagonal. The starting
point of simulation determined in such way is feasible
of course (holds both local and global strategies).

The relational state for any A{k) is now identified
with ordered sequence of node indexes as follows:



—TC > Xk
[k]7]o]s]4]s0]1]3]6]2]

S
(7. B, 2 ) =(0.2,0.54,0.07).

(25)

Considering that a given WSN consists of 10
nodes, we say there is ten different ordered sequences,
which all together constitute the WSN relational state.

In each iteration, we choose randomly both the
sender s (node sending information to BS) and a
position in the relational space A(s). It determines the
next-hop path forwards to BS (the receiver node) and
type of relation describing this hop. In the following, for
chosen receiver r, we will make a decision taking into
account relational state for sender-receiver interaction
(cells my,, U, %sp). Accordingly to obtained results we
modify the intensity quotients for sender-receiver
interaction and repeat hops until information reaches the
base station.

Modelling WSN lifetime activity we modify
repeatedly matrices m, ¢, y, but diagonal elements
remains the same. It is apparent that the spatial
distribution of intensity quotients fulfils global
requirements, but is has captured the essential local
relationships within any neighbourhood.

Described above method meets other important
requirements for immunity and adaptability. The
interaction space within A{k) shall be modified only in
the local vicinity of each node k and that all the
modified interaction spaces shall then resemble the
prevailing activity better then before. They tend to
become more similar mutually i.e. differences between
any interaction spaces within A{C) (where ke C) are
smoothed.

5. CONCLUSIONS

Dependability of a complex distributed system closely
depends on its immunity and adaptation abilities for
data exchange. Immunity and adaptation of
communication channels are essential in our approach.

We propose a novel relational method which allows
reconciling two often dichotomous points of view:
immunity and adaptability to neighbourhood. The
global network strategy provides each node with an
adequate level of immunity and adaptation functions
thus guaranteeing sufficient communication services.

On the other hand, nodes using these resources
provide suitable level of the WSN adaptability and
immunity towards the desired common network
security level. Such management of complex system
yields in growing both system adaptability and
immunity.

By modelling WSN activities using relational
approach we have managed to accurately describe the
complex characteristics of the network interactions, and
at the same time we have eliminated many different and
distributed variables (the WSN parameters). This
reduction can be crucial for system simulation. Hence,
with the presented relational approach for modelling
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immunity functions we are able to scale the complexity
of interactions and model with much higher precision
various behavioural aspects of WSNs.
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